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— loT (Internet of Things) 77/\ X : (FPGA, ~X- 1> (RaspberryPi,
Arduino) , GPGPU, WEBJZXZ)

— Al (Artificial Intelligence) , Tensorflow, Yolo

- BEtZ> Y (GPS, LDAR, AKX, T -0O/MRv b, bSTa1w D)
— H\iSEE (Wifi, Bluetooth, LPWA (Sigfox, LoRa, ..) , 5G)

— 275K (Connected to Connected) - Tw= (UL >>>7)

— ORy b (B—RE—5—, <> li)

— 0S (UNIX) -JO75=>7% (Python)

— [E5UE - EFUIE (OpenCV)
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B https:;//www.gsma.com/iot/news/new-report-outlines-security-considerations-lpwa-technology/
B https://fhcouk.files.wordpress.com/2017/05/Ipwa-security-white-paper-1_0_1.pdf

LTE-M NB-loT EC-GSM-loT LoRaWAN Sigfox
Forward
Secrecy No No No No No
. S Optional . . -
5] (=] 5] T
Data Integrity Limited (with DONAS) Limited Limited Variable
. Optional
Control Integrity Yes (EIAX) Yes (ElAx) (GIA4/5) Yes unknown &
Replay Optional N g
Protection ves (with DoNAs) ~ Himited Yes ves
Reliable
Delivery Yes Yes Yes No No
Critical Infrastr. | Access Classes Access Classes Access Classes No No
Class 11-15 11-15 11-15
Updatability - - . -
(Device) Possible Possible Possible Limited 10 No
Updatability Optional Optional Optional Limited No
(Keys / Algs.) (SIM OTA) (SIM OTA) (SIM OTA)
Nwk. r_VIon_itoring Yes Yes Yes Limited Monitoring
and Filtering only
Key pre-provisioned | pre-provisioned = pre-provisioned pre-provisioned ; .
Provisioning or RSP or RSP or RSP (ABP) or OTAA | Pre-provisioned
Algorithm
Negotiation Yes Yes Yes No No
Class Break Yes 11 Yes 1 Yes 11 QOptional 12 Yes 11

Resistance
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IP Network Optional Optional
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-3lms 196 ms 423 ms 65.0 ms 877 ms 110 ms 133 ms 156 ms 178 ms 201 ms 224 ms
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