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SHA-256

kAL b

13 X 48 operators 48 loop

Wi = 01(Wj,) + W7 + 0p(W.15) + Wi 46
co(x) = S"(x) D S™°(x) D R*(x)
o1(x) =S"(x) @ S*(x) B R™(x)

64 loops

32b 32b
ME
Wo Wis — Process
N\ _/
N
512-b input data ‘ \
S _ L .
W, Wi | Wi Wes

26 X 64 operators

5
\ ¢
MC

process

¥

/'

256-bit hash

>2000 operators for
calculating 1 hash value

Ch(x,y,z) = (xAy) D (-x A z)
Maj(x,y,z) = (x Ay) @ (x Az) D (y A z)
So(x) = S*(x) B S"(x) B S¥*(x)

31(x) = S°(x) D ST (x) B S”(x)
Ti=h+2;(e) + Ch(e,f,g) + K+ W,

T, =2p(a) + Maj(a,b,c)
hé&<ggéfféeesd+T,
d<cecébbeagacT+T,;




SHA-256 13 X 48 operators 48|00p A=

32b 32b W; = 01(W2) + W7 + 0o(Wj.15) + W6
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hash functions

DDRAM CGRA-based DDRAM
| BCA 1024 bits
PCI Bus Memory & Calculation unit AXI Bus
GPU [ are separated 1024 bits
L2 cache PE 7
L1 cache ™ le}/l
Core0 Corel Core?2 Core N ALU
:: :: :: :: PE 63
OO 1O 1O + L
- { {
f ALU ALU
:- - -'; ---- \_(=_A_*I_3-|_-C_ -: High complex
| — ' but.. . .
I B : CGRA: Coarse Grained Reconfigurable
| — .
e A Y I NOT suitable for Architecture
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hash functions

DDRAM CGRA-based DDRAM
I BCA * 1024 bits
PCI Bus Memory & Calculation unit AXI Bus
GPU [ are separated 1024 bits
—a L 1 - nr =
— GPU Tesla V100 BCA (goal)
C
> 300W 1W
1 hash / 246 clocks 1 hash / 1 clock
( (simulation result)
ALU ALU
. -6- -=- \_(=_A_*I_3-|_-C_ -1 High complex
i B ! but .. CGRA: Coarse Grained Reconfigurable
e ‘ Y I NOT suitable for Architecture
! :
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DDRAM Problem 1: Multiple PEs / hash loop
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Low speed, low efficiency

Basic CGRA
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= Problem 2: Mesh network among PEs
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_ loT
Bridge ==sensors

#%'}ﬁ& : AMBA bus I
B Pipelined ALU erory | (NS
B Multiple Local Memory

B Double Processing Elements

B Cascaded BCAs

Decentralized
Blockchain Network
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AXI bus

€ Point 1:
Pipelined ALU

¥ Point 2:

Multiple Local
Memory
(Multimem)

S1

GRAM

BCA
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Point 1: Pipelined ALU

From WRAM
& g 4 4 - N/
z 5 = "\'l < '- k(_T) ............ ajb.:.d..e:l..l;- ------- M. c-1. !
e Lk R ] _.! h e edflg a al bl ¢ g_ I ;—
| SIGO SIG1 ' ! EP1 || CH EPO || MAJ o N I
IME1 | | | I LA L Z e
I Adder Adder I ;| Adder Adder Adder =, :
i e -TZ}V"%{"? -------- == ------ B Al----<-
v _¥ B MC 2
ME 2
| [ Adder 3. Adder |
l < \\'(_]) T ’ l i
(To WRAM) MK % I
L — ME --------- o e i ettt B - Sk mm———— B REEEE
et e e S S s : Sl y 1 ¥ __ ¥ MC 3 |
| Adder F
........... ¥----___--- SN WINRI, -  R  .
------------------ - I .
! v i [ al bl c| e f| o I
) MC4 Adder Adder WireAssign |3

--------------------------- -i—- - - - - T e - - > A SAH DA ' -

R e

a] HiQg bl Hil] ¢} Hi} d$ Hi3| | Hi4 f| HiS| g Hie hl Hi?l To HRAMSs
Adder Adder Adder Adder Adder Adder Adder Adder

--------- == - - - - - - - S - - - - - - - - i - - - - S - - - - - - - R
y HoO | Hol ¢ Ho2 ¢ Ho3 LHod 4 HoS 4 Ho6 4 Ho7 13




.{b"xk‘“’ Ea({m

Point 1: Pipelined ALU bl
From WRAM '_

ERTED L .

e Ny aEBDIDODDIL—TH1DDPENTHETETZE 3

e WIBERE 1L —T/7 0y I HEERTE S

» [EIRDERBEREDEE D,

a) Hiop bl Hil] ] Hy d Hi| e Hi4 f| His| g Hi6 hy Hij To HRAMs
Adder Adder Adder Adder Adder Adder Adder Adder

_________ B --- 7 Tl s i SRR s et R s 2 R e = LRl s o il S Z
v HoO -ﬁ Hol + Ho2 +Ho3 Ho4 L HoS vHo6 | Ho7
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Point 2: Multimem EER L

e

> Multi-mem PE
W-RAM 1 |
W-RAM 2 PN '—Lljl A
W-RAM 3
W-RAM 4 & AL.Jl +
WM (S2) == ME f
ZgIL—7 N,
3+
> Lu2 “
H-RAM 1
]
<& ALz & H-RAM 2
— H-RAM 3
N\ _AUs £~ H-RAM 4
—~— HM (S3)
Pipeline ALU

15




Point 2: Multimem

ERTED L .

QAUICIE. 78y o 8IC157T—FDOT—XHAETH
. O—AIXEYHDAWUICTFDET — R ENEREYIZIR
e 23 HENRE,

IEZ I N7=-Multimem (W-RAM. H-RAM) (Z. XD & %
EFIHTE 5.

@ NET —XRT7 7 EXAEET 2 DICALUIC TR T — X
Zieftd 3

® ALUN100% DN A ZEM TEH LDICT S

Pipeline ALU ]
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BCAD & — Blockchain Minin o..
g .m:.u | r.o.'.

A
- R
- ©

M [ T [ .

Merkle tree

hash SHA-256
- T

\er. Prev. hash | Merkle Root | Time | Target [ Nonce

Average 10%°
repeat per block!

- No

High speed low power
Double SHA-256 circuit _
Current

: L .
Is required! Header block hash | Transaction raw data
18
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BCAD it FH — Blockchain Mining

<32bits" 256bits e 224bits 32bits 32bits  32bits__32bits < 384bits .
Previous | Merkle Root | Time Padding + Padding +
Ver. : Target|Nonce ,
= Hash Hash _|Stamp| '€ Lcngt%x Length
51 2bit81 Datain 512bits Datain
256DI5: J  SHA-256, 256 bits | !
Initial hash i
(constant} E
g - 256 bits i
; 256 bits SHA-256, . :
512-bit datain i
. | BCAArch 1: SHA-256 0 5t 1 |
; : ] =17 o 256 bits E
| BCAArch 2: Double SHA-256 DEH M | 2 SHA-256, a
! Initial hash i
: st :
g Double SHA-256 \Genstant Final hash ;
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& Point 3:
Double-PE
Architecture

& Point 4:
Cascaded BCAS

= (= BCA
= = CTRL
GRAM

Address

Translato
D-PE D-PE D-PE
D-PE D-PE D-PE \
D-PE D-PE D-PE
D-PE D-PE D-PE
D-PE D-PE D-PE

O ALU
AMIIVHC ’
Cell 1 || Cell2 ‘
\ D-PE
D-PE: Double cell Processing Element

- Cell 1 computes SHAR56(2)
- Cell 2 computes SHAR56(3)
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Point 3: Double PE Architecture

SR

A
AXI bus From GRAM D-PE Architecture

o s o s dinelamalosspmiiiossmio S .
- - From GRAM
| i !
1 | wosspsncooancas : v 4 g Cwmr ¥ '
VL W) LSBi 1+ | s WO, W7 ]) | LSBE 1y
v L E S sl W8 WIS LS y |
T Wi, 1| | i WIS 5 :
Bl L m Pipelined 1 | { W63 .| | Pipetinea| !
: i WM4 - i A | : é WM4 : AL :
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Point 3: Double PE Architecture bl

>

ERTEBRZL f
- | @ Double SHA-256F8%(1Z. 1D DD-PENTHETE TZE 3

| @D-PEIE. 7Aw I T EIINY Y 1 BESETE S

I
| ®DPEIF. ANT—4%E0— R 210stE%ELET 5
| Zem<. By Y aEEBEDT B E CHERICH
| BET B

I

! € W-RAM & H-RAMD 3 4 XA KIZIZHB I 115

| tareet Valid

5\09 Hash?
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Point 4: Cascaded BCA chips

SR A=

DMA
># AXI Slave H AXI Slave AXI Slave
D-PE D-PE ... D-PE D-PE D-PE D-PE D-PE D-PE D-PE
—_—
ARM |t 0 1 7 0 1 7 e = 7
Core D-PE D-PE ... D-PE| |D-PE D-PE D-PE | ... |D-PE D-PE D-PE
vo) 8 9 15 8 9 15 8 9 15
. c : : : & : : 7 :,
Main w D-PE D-PE ... D-PE D-PE D-PE D-PE D-PE D-PE D-PE
Memory [ 56 | 57 63 56| | s7 | 63 | 56 ped 63
(DDRAM) BCA #1 BCA #2 BCA #M
AXI | write to | Writeto | ___ | Write to Read
Bus | BCA#1 Ji BCA#2 BCA#M Result
l EN
D-PE1 | ¥ Write | execute £/ |
BCA p.pe2 | ¥ Write | execute Z/
#1 : : | : ] '
D-PE63l " Write l execute ]
| & i
D-PE1 | " Write | execute 13—'—’
BCA p.pg2 | "Write | execute i
#2 : : : : It .
D-PE63 | ¥ Write | execute
} Il
D-PE1 | *AWrite | execute - |
BCA p-re2 [ "Write | execute |
#M : : : & L
D-PE63 [ “'Write [ execute 7 ]
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Point 4: Cascaded BCA chips
DMA =
> pumum AX] Slave jmmmmm AXI Slave |—L| AXI Slave
> D-PE D-PE ... D-PE D-PE D-PE ... D-PE D-PE D-PE ... D-PE
ARM |l 0o [1 7 o | L1 7 1 7
Core D-PE D-PE ... D-PE| |D-PE D-PE .. D-PE| ... |D-PE D-PE ... D-PE
vo) 8 9 15 8 9 15 9 15
: c : : o : : . 3 : : ;o
Main w| |DPE D-PE .. D-PE| [D-PE D-PE .. D-PE D-PE D-PE .. D-PE
Memory [ 56 57 63 56 57 63 56 57 63
(DDRAM) BCA #1 BCA #2 BCA #M
AXI Write to I Write to | . | Write to Read
ERTEHI L .
M e
OiﬁwyxTA ICEbHhE T, WBRE L BEEE %2R
_hL— l\ 7f 7 ’C =5
#2 :
D- Pb(w% | ¥ \Vl ite | execute L/
D-PE1 | ¥ Write | execute |
BCA ppre2 [ "Write | execute |
#M : H :
D-PE63 | "Write | execute | 24




ERDER

kAL ek
Power (W)| Exec. Time | Throughput | Power Eff. | Area Eff.
Platform Tech. ;
Measured | (second) (Mhps) (Mhps/W) | (Mhps/mm=)
CPU Intel 19-10940X ASIC 14 nm | 164 394.77 11 0.67
GPU GTX 1080 Ti, 11 GB ASIC 16 nm | 188 23.26 185 0.98 0.393
GPU RTX 3070, 8§ GB ASIC 8§ nm 197 20.78 207 1.05 0.528
GPU RTX 3090, 24 GB ASIC 8 nm 346 10.45 411 1.19 0.654
GPU Tesla V100, 16 GB ASIC 12 nm | 163 13.04 329 2.02 0.404
Prop. BCA | FPGA ALVEO U280 | FPGA 16 nm| 8.38 11.95 360 43
. 170 3.6
Layout Chip ASIC65nm | 053 90
1,38 1% 238*

* - Normalized area efficiency = Area Eff. X (65 nm/8 nm)*
™ . Normalized power efficiency = Power Eff. X (65 nm/8 nm)

CPU: 64 times

GPU RTX 3090: 36 times
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ZIRABRT DICDDIFRAE

oo
VADs
A
Y
Vac-chain ol (>
A
* GOV: Government organization
Vac- SYS-MAN: System manager
L Gateways VMs: Vaccine manufactures

VAOs: Vaccine Approved Organizations
VADs: Vaccine Authorized Distributors 27
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BCAD i FH — Blockchain Mining

BCAIZSHA-2567% E g

| AP */:L—ﬁE"a':'k&b%
N—F) 70 THD

ibeA U E

e [ %»_o_

| ! | i } |Bi|lc¢|rln ’ ] | l Q 7
M Vi [
A @
Merkle tree o
hash SHA-256
- =
\er. Prev. hash | Merkle Root | Time | Target [ Nonce

Average 10%°
repeat per block!

-

High speed low power
SHA-256 circuit is
required!

No

LI
>

Double

SHA-

Header

Current
block hash

Transaction raw data

Broadcast <4~
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BCAD it FH — Blockchain Mining

<32bits" 256bits e 224bits 32bits 32bits  32bits__32bits < 384bits .
Previous | Merkle Root | Time Padding + Padding +
Ver. : Target|Nonce ,
= Hash Hash _|Stamp| '€ Lcngt%x Length
51 2bit81 Datain 512bits Datain
256DI5: J  SHA-256, 256 bits | !
Initial hash i
(constant} E
g - 256 bits i
; 256 bits SHA-256, . :
512-bit datain i
. | BCAArch 1: SHA-256 0 5t 1 |
; : ] =17 o 256 bits E
| BCAArch 2: Double SHA-256 DEH M | 2 SHA-256, a
! Initial hash i
: st :
g Double SHA-256 \Genstant Final hash ;
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372b 37b W = 01(Wj) + W7 + 0o(Wj.15) + Wi 16
W, w,; | mm) | proces oo(x) = S7(x) B S*°(x) D R*(x)
N — S
512-b input data § ] a0=5"0 @50 B R

Ny Y2 GTE D

I — T hE

IW—T LRI TCEHEICRERT—XDOEEEER Y
IW—T7HNDETEIC L T, Z#EETFE Y (>2000)
IW—TRNOT—XDOEBEEE Y

T, =20(a) + Maj(a,b,c)
hégegécfféees&d+T,
d<cecc b b&aascT+T; 39




